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Paszpen I
OBIIIH HOJIOXEHUST

Yal. Hacrosmure [IpaBula KacaiaT mpomeca Ha YOPaBICHHE Ha JKH3HEHHS LHKBI Ha
HH(OPMALHOHHHTE U KOMYHUKAIHOHHHTE CHCTEMH U TEXHHATE KOMIIOHEHTH B PaMKHUTe Ha 06muHa
Kaonunoso.

1. emHo3HauHa HICHTHQUKAIHS, KaTo HHBCHTapEH, CEPHEH HOMEp M JIp.;

2. OCHOBHH XapaKTEPUCTHKH;

3. ycmyru, npouecu u ACHHOCTH, B KOMTO Y4acTBa;

4. MecTomonoxeHwe;

5. rogunHa Ha TIPOM3BOJICTBO, KBAETO € IPHIIOKHUMO;

6. nara Ha BBBeXmaHe B CKCILIOAaTalus, KBIETO & IPHIIOXKHMO;

7. BepcHs, KbIETO e IIPHIIOKUMO;

8. MecToHaxoxnenue ua CBBp3aHaTa C HETO OKyMEHTaIHs (TexHHYECKa, €KCILIOATAIlHOHHa,
NOTpebuTeIcKa U ap.);

9. otrosopHo sume.,

Yn.4. (1) Hacrosmure TIpaBHJIa Ca IPUETH B CHOTBETCTBHE ¢ H3MCKBAHETO HAa WI. 5, an. 1, 1. 6 or
Hapen6ara ¢ uen namanssane ua PHCKa OT HHIMICHTH, HACTBIIIIH B PE3yJITaT Ha U3MEHEHHS BLB
B&OXHWTE 3a IelHOCTTa HHpOPMaIMOHHY aKTHBH, M IIO-TOYHO B HHOpMaHOHHATEe 1
KOMYHHKAIIHOHHHTE CHCTEMH obcmyxBammara ru HHODPacTpyKTypa, B [IPOLECHTE U NeHHOCTHTE,
B KOH(QHTypanuuTe, B codryepa unu BLB dspmyepa.

H3BBpPIICHA npenu, mo BpEME Ha U ciiex HU3MEHEHHETO;

AeHHOCTHTe B 06XBaTa Ha Hapenbara;
3. omobpspar or AIMHUHUCTPATUBHUS OPraH, UM OT H3PHYHO YII'BJIHOMOIIEHO OT HEro Jmie;



H3MEHEHHETO;
6. IpoBepsiBAT B TecTORA cpena.

(4) O6munara PaspaboTsa miaH 3a Bpbmane Ha CHUCTEMHUTE B NPEAMIITHOTO UM CBCTOSIHHE, 34 1a ce
HaMajM NpOB/KATETHOCTTA Ha OTEHIHATEH HHIMICHT, HAaCTBIIUI B PE3Y/ITAT HA M3MEHEHHETO,

lipeAcenatenar Ha JIA "Enextponno YTIpaBJICHHE" UIIH ONpPENEeHO OT Hero ATBXKHOCTHO JIHIE, B
CPOK ZBE CE€IMUIIU ClIe]] BIHCBAHETO MM,

a/ICKBaTHO KOHQUIypHpaHe Ha H3OJ3BaHHTE codryepHH permenus, XapIyepHH YCTpOMCTBa H
obopynBaHe 3a 3amura u KOHTpOI Ha Tpaduka.



Yn.8. (1) O6munara TIpreMa CHO neDHHUPaHY IO IHTHKY OTHOCHO HEOTOPH3HPAHOTO H3MO/I3BAHE Ha:

1. 1HuBE TexHEYecku CPEICTBa B MpeXaTa, KOSTO KOHTpOJIHpAT;
2. mpeHOCHMH 3ammcBamTH YCTpoiicTBa.

Yn.9. (1) Obmunara TIpAJIara ClieIHATE MEPKH 3a 3aIIHTa Ha npodumre ¢ 4IMUHUCTPATUBHH IIpaBa
3a HHQOPMAIHOHHHTE ¥ KOMYHHKAIIHOHHUTE CHCTEMH M TEXHHTe KOMIIOHEHTH:

1. npenu BeBexnane B CKCILIOATAINS 33 1BDKHTETHO Ce CMEHST HICHTHQHUKALHOHHNTE TaHHY Ha
aIMHHHCTpATOpa, BBBEJICHH o noapasbupane HH HHCTaIUpaHu oT
ITPOH3BOUTENISA/JOCTABYHKA Ha HHQOPMaHOHHHMS aKTHB;

2 aZIMHHHUCTPAaTOPCKUTE NPOdUIH ca IIEPCOHAIIHH;

4IMHHHCTPATOPCKHUTE POGHIIH Ce H3MOI3BAT Camo 3a aIMUHHUCTPaTHBHH LEJTH;

4. aIMHHHCTPAaTOPCKHTE HpodHiE ce CB3NABAT CaMO HA CIYXHTEIH, KOHTO H3BBPIIBAT

W

Ca PasNIHIHY 32 BCAKA CHCTeMa;

Ca C BE3MOXHO Hai-rojisma CIIOXHOCT, TI03BOJIEHA OT CHCTEMATA HTy HEHHHS KOMIIOHEHT;

€€ ChXPaHSBAT NOIXOIMMIO pusuYecky u JIOTMHECKH 3aIIUTEHH, KaTO JOCTBIT 10 TSIX HMa camo

OTOPH3HDaH NIPeCTaBHTEN Ha OTxeN ,,I/IHq)opmaunonno-TexHqucxo olcmyxBane®;

10. nomnbpxa couckk  ma aIMHHHUCTPATOPCKUTE npodunun  3a HHQOpMAalHOHHATE ¥
KOMYHHUKAIlHIOHHHTE CHCTEMH M TexHHTe KOMITOHEHTH;

11. npu HeBB3MOXHOCT Ha 4IMUHHCTPATOP Ja H3IIBJINSBA ITBIHOUCHHO (QYHKIMHTE CH ropaau
OOEKTHBHH NpHYHHK TpaBaTa Ha aMHHHUCTPATHBHHS MY aKayHT Ce CIHpAaT 3a ChOTBeTHHS
[EPHO;

12. nowe BemmBx romEmmo Ce IpaBH Iperieq Ha aJMUHHCTPAaTOPCKUTE Npodmwm ¢ e

YAOCTOBEPSABAHE Ha AKTYAIHOCTTA M.

0 % 3o

(2) Maposmure 3a aBTCHTHKALlUS Ha 4IMHHHUCTPATOPCKHUTE IPOGHIH Ce cMeHsT 3aIBJDKUTEIHO:

1. nmeprommuno — Hai-manko BEIHBX B TOJMHATA;

2. TIpH npexparsBaHeTo Ha AIOTOBOPHHUTE HIIH CITyXeOHH OTHOLIEHES CbC CIIyXXMTENH W TpeTH
CTpaHH, Ha KOHTO Te3M JaHHH ca GuIy HU3BECTHH;

3. 1npu npo6us B MpEKOBaTa U HHGOpPMaNHOHHAaT] CHT'YPHOCT.

(4) B noxymenTtanusta mo al. 3 He ce BBBEXIAT U He ce CBbXpaHSBaT Mapoyid Ha aIMUHHCTPaTUBEH
npodun nox Gpopmara Ha sisex TeKCT WJIH XeIl.



KOMIIOHEHTH He ce ochImecTBsBa TIpe3 cpenara mo an. 1, motomure Ha Tasu HWHpOpMamus ca
SaIIATEHH Ype3 MEXaHH3MH 33 YROCTOBEpsBaHe M KpUNTHpaxe,

onpenens:

l. mpaBata ma pocren A0 KOHKPETHH HHOOPMANHOHHY dKTHBH Ha CITyXHTETHTE Croper
ATBXKHOCTTA HM;
2. penmasza 3aiBSBaHE, IPOMSIHA U NpeKpaTsBaHe Ha JOCTBII;

(2) O6munara [IpHJIara  3aqbiKuTeTHY MEPKH 32 aBTeHTHKamus, OTOpH3alksd H OUT Ha
KOMITIOTBPHHTE MpexH u CHCTEMH, KOHTO BKITIOYBAT K HSHCKBAHKSA 3a OIpEeeHa CIOKHOCT Ha
AQHHHUTE 32 aBTEHTHKALS, aKO ce H3II0JI3BAT IapoTy Te:

1. cnenga na CBABPKAT MATKH U roleMu GyKBH, UHOPH U crienuarHy CHMBOJTH;

2. ca aBarH He HO-MaIKo oT 8 cumBoma 33 NOTpeOHTeNnCKATE © ]2 CHMBOJIa 3a
aIMHHHCTPaTOPCKUTE npoduu;

3. mapommre Ha NOTpeOUTEICKHTE aKayHTH C€ CMEHST PEry/IapHo Ha TICPHOI HE MO-TOJIsIM OT ImecT
Mecena;

(3) O6mmuara TapaHTupa, 4e notpebureickuTe IpodHIIH ca HHIUBHIyalIHY,

(4) B exennesnara pabora ce m3momspar NPODHUITH ¢ Hali-HHCKOTO HHBO Ha JOCTBII, KOETO gaBa
Bb3MOXHOCT 3a H3IbIHEHHE Ha CILyXeOHUTE 3abIKeHu S,

Ha TpeTH CcTpanm);



KOMYHHKAIHOHHH CHCTEMH IIPpEeIOoCTaBAT Ha OIIPaBOMOIEHUTE o ain. 1 JIMIa CIIUCHK Ha BCHYKH,
KOHTO HMAaT IocThI A0 cucremMara u HHBOTO Ha AOCTHIIa, a OIIPaBOMOIIEHHTE Jiina I[OKYMCHTHpaHO
NOTBBPXKIABAT WK AaBaT yKa3aHus 3a TIIPOMSHa,;

Pazngen II
3AIIUTA HA HHd>OPMAIIHOHHI/ITE u KOMYHI/IKAIH/IOHHI/ITE CUCTEMH

1. ce uzmonsea Hai-Majiko szyQ)aKTopHa ABTCHTHKAIIH;
2. ce u3moM3BaT camo KaHaTH ¢ BUCOKa CTeneH Ha 3amura KaTo Virtual Private Network (VPN);
3. He ce u3nomspar File Transfer Protocol (FTP) u Remote Desktop Connection.

Yn13. (1) 3a HaMaliiBaHe Ha pHcka ot MHIUICHTH, NPEIU3BHKAHU OT TEXHHYECKH IOBpEmH Ha
CHCTEMHTE, O0InNuHAaTa:

1. ocurypssa KIIMMaTHKO-MeXaHHYHuTe YCIIOBHS, yKa3aHH OT IIPOU3BOTUTEIS,
2. ocsmecTBsBa HabmoneHue Ha [IapaMeTpHTe Ha yCloBHsTA O T, I
3. mposexna IUTaHMpaHa PeryIIsipHa TeXHHYecka npoduiakTrka Ha yCTpoiicTBara.

(4) O6munara IIpeanpreMa MepKH 3a:



1. Hemomyckame Ha HHCTaNTUpPaHETO U H3IOI3BAHETO Ha HEO000peH codryep u dwpmyep;
2. KOHTPOI BBPXY H3MOM3BAHHS codryep u hspmyep, BIIIOIUTETHO HEroBaTa aKTyaIHOCT.

(5) ObmuHara npuema BBTPCIIHY IPaBUIIa M HHCTPYKLHH 32 PCTIIAMEHTHDaHe Ha JAeHCTBHATA O:

1. mommbpxane Ha OubHoTeKaTa ¢ AUCTPUOYTHBH HA W3MOI3BAHMS codryep u GBpMyep B
aKTYyaJlHO ChCTOSIHHE;
2. ynmpaBnenmeTo Ha HoCTBMmA 10 Hes;

OTCTPaHSBAT TE3H YA3BHMOCTH, MK MCPKH 3a CMEKYaBaHETO WM, nyOJIMKYBaHH OT
TIPOH3BOIUTETHTE HIIH IOCTABYHLHUTE;

4. npunobusane u IPOBEpKa Ha IPOM3X0/a U IeJI0CTTa Ha aKTyamu3auusTa [Iped HHCTATHPAHETO
H;

5. mpunarasero ma aKTyalu3alMuTe ¥ NIPENOpbYaHuTe MCPKH, KOUTO TpsOBa Na ce U3BBpmBAT
C00pasHo pasnopendure Ha Hapen6ara.

(6) O6munara TapaHTHpa, 4e ycTpoiicTBata M cucTemurte Ca KOH(QHUIYDHDAHH B CHOTBETCTBHE c
TIPETIOPBKATE 33 CHTYPHOCT HA CHOTBETHHS MM NOCTaBYMK WM IPOU3BOIHTEN, KATO Ce IIPHJIOXKAT
H H3UCKBAHMATA HA IPHIOKeHHe No 4 oT Hapen6ara.

(7) O6munaTa CbXpaHsaBa off-line xonue ot AKTyalTHUTE KOHDUTYpanHOHH: daitnoBe u/mu onmcanue
Ha HaCTPOUKHTE, KaTo JOCTBIBT 10 TsIX TpsA6Ba e KoHTpomMpaH. Komusra ce IIPOBEPSBAT PETyIApHO
OTHOCHO Ka4€CTBO M I'OJHOCT.

(8) O6mmuuara PETYISIPHO NpaBH IpoBepka Ha KOHQHI'ypannoHHHUTE daiinoBe u HacTpoiikuTe Ha
CHCTEMH H yCTPOHCTBA 3a HEPErIaMeHTHPaHU H3MeHeH s,

Ya.15. (1) O6mHHaTa lIpuyiara B uHGOpPManHOHHATA M KOMYHHMKAaIlUOHHATA CH HH}pacTpykTypa
[IOZXOAAIMK MEPKH 3a 3ammTa oT TIPOHUKBAHE U MEPKH 3a OTKpHBaHE U CIIpaBsHE CBC 3I0BpeneH

codryep.
(2) Mepxute 3a 3amura ot 37I0BpezieH codTyep:

1. ca OPHIIOXEHU KbBbM BCHYKH KOMIIOHEHTH Ha I/IH(i)OpMaHHOHHI/ITC U KOMYHHKaIIHOHHHTE
CHCTEMH, KBIETO TOBA € BB3MOXHO;
2. ce noaobpXkar B aKTyaJIHO CBbCTOSIHHE, 3a a UMaT CIIOCOOHOCTTA Aa 3almMTaBar oT HOBOOTKpPUTH

l. u3BbpIBane Ha mEIHA IIpOBE€pKa 3a Hamuuyme Ha 3JIOBpeZieH copTyep NOHe BemH®BK B
CceéaMuuarTa, KpIeTo e IIPUIIOKUMO;

2. nmposepka Ha CIIEKTPOHHATa moma u aittose, CBAJIICHH OT MHTEPHET, KAKTO W IIPEHOCHMH
3allUCBaIlK YCTPOHCTBa, Ipeau na 6baat oTBOpeHHy.



1. mHCTamMpa CEPTHPUKAT Ha yed CBPBBDHTE CH, u3ganeH or ZIOBEpEHa CHCTeMa 33
ceprudunupane (trusted certification authority system), xojito:

a) e u3/aneH 3a CbOTBETHHUSA yeb caiiT (website) mm IpyIa caiToBe u e YHHKaJIEH;
0) u3nomsea &ITOPHTBM 32 KPHITHPAHE ITOHE SHA2;
B) € aKTyaJeH, KaTo CEPTHQUKATUTE C H3TEKET CPOK Ce aHyJupar;

2. 3a 3amura Ha MHTETPUTETa Ha MH(OpMalusTa, oOMeHsHa C HOTpeduTennTe, ye6 cafiter

IIPOTOKOJIH;

4. npunara noaxozsm Web Application Firewal] (WAP), xoitro HaOmonaBa u duarpupa Tpadrka
OT H KBM CBOTBETHOTO NPHIONKEHHE ¢ €I 3amuTa Ha yeb mputoxenusta ot KHOepaTaku ot
tuna Cross-Site Request Forgery (CSRF), Cross-site Scripting (XSS), file inclusion, SQL
injection u 1p.;

OT mnoTpeburens u CBABPIKAHHETO Ha Opay3bpa, karo headers Ha Npenpamanmus  yu
HOTPEOUTEICKY areHT, 6uBaT BalMAMpaHu;

7. TPHIOKHUAT coptyep He mo3BOIISBA BBBCXKIAHE HA CHENHATHH CHMBOJIH, OCOGEHO TakwuBa,
KOHTO ce u3nonspar B SQL 3asBKHUTE;






