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PA3JIEJ I

OBLIH NOJIOKEHUS

Y. 1 Tesu npasuna umar 3a uen aa YKaxar Kak ce MapKupa, U3o.nsBa, o6paboTsa, oOMeHs,

CbXpaHsABa W YHULIOXKaBa HHPOPMALIUATA, C KOSTO pasnonara O6muna Kao uHoBo.,

Y. 2 Tlpueru ca BB3 OCHOBA Ha 4. S,an. 1, 1.6 u7 or Hapen6ara 3a MUHMMAaIHU H3KMCKBaHMS

3a MpEK0Ba H HHPOPMaLIHOHHA CUT'YPHOCT (Hapenbara).

Yia 3 HpaBymaTa LCJIAT rapaHTUpaHETO Ha AOCTarp4yHa, aJeKBaTHa U NpOoInopLUHOHaJIHA Ha
3alUIaXyUTE 3aluTa Ha nmbopMauuxTa C Orjien Ha HelHaTta Ba’XHOCT, YYBCTBUTEJIHOCT U Ha

HOPMaTUBHUTE U3UCKBAHUA KbM HeEs.

Y. 4 Knacudukauusra ce npunara u BpXy BCHUKH PECYpPCH, KOUTO y4acTBaT B Ch3J4aBAHETO,
006paGoTBaHETO, CHXPAHABAHETO, MPEHACSHETO U YHUILOKABAHETO Ha “H(pOpMaLHUsITa, KaTO KM
TAX TpsAOBa Ja Ce mNpuiaraT NOAXOASIUM MEXaHU3MM 3a 3allliTa, CHOTBETCTBAIIM Ha

HICHTU)HULIMPAHUTE 3alIaxH.

Ya. 5 (1) O6muHa KaoauHOBO HaHACS HHBOTO Ha KJI1acuUKaLusTa 1o MOIXOAAM] HAUMH BBPXY

AOKYMEHTHpaHaTa HHOPMALIUL.

(2) 3a xnacudukaumATa He ce M3MOA3BAT HMBATA Ha KJIaCH(PUKaLMA 338 CHUTYPHOCT Ha
MHDOPMaLKUATa OT 06XBaTa Ha 3aKOHA 3a 3alUUTA Ha KJIacuuuupanarta UHGOPMALIMS, KAKTO U

TEXHHAT IpUd.

(3) HUudopmanuusara 6Ge3 KlacuuKauus e OCTBbIHA 33 O6WO MOJ3BaHE Npy Clla3BaHe Ha

CTaHIApTHHUTE paBuJia 3a ABTOPCKHM IIpaBa U KbM HES He ce npuaaraT MeXaHHU3MH 3a 3allUTa.

(4) Ipu obmen Ha MHbOpMauus ce U3Mos3Ba Knacuukamus TLP (traffic light protocol)

CBIIIaCHO mpuoxkeHue Ne 2 ot Hapenbara.



PA3JIEJI II

KJIACU®UKAIIUA HA HHOOPMAILIUATA

Y. 6 (1) C uen 1a ce rapanThpa 1OCTATBYHa, -afeKBaTHA U NPONOPLXOHATIHA Ha 3aIlIaXxuTe
3allUTa Ha HHQOPMALMATA, Ce NPaBH NPELEHKA HA BAaXHOCTTA U YYBCTBHTEJIHOCTTA i, KaKTO U

Ha HOpDMaTUBHHUTE U3UCKBAHUS KbM Hes.

(2) Bp3 ocHOBa Ha Tasu mpeueHka MHQOpMaLMATA Ce paszens B HAKOJIKO Kareropuu. Korato e
TIpUJIOKUMO, TasH KIaCH(UKaLus ce MpeHacsd u BbpXY BCHYKH PECYPCHM, KOMTO YYacTBaT B
Cb3[1aBaHETO,  00paGOTBAHETO, CHXPaHABaHETO, NPEHACAHETO, pasNpOCTPAHEHHETO U
YHHLIOKABAHETO Ha MHQOpMaUKATa, H KBM TAX Ce MpHjIarar NOAXOMAIIM MEpPKH 3a 3allUTa,

CHOTBETCTBAIUM HA 3aILIaXHUTe.
Y. 7 Ipu o6MeH Ha uHbOpMaLws ce u3nonssa TLP (traffic light protocol)

1. [TLP-RED] - Camo 3a ONPEACICHH MOy4aTe/Iu: B KOHTEKCTa Ha eJlHa cpelia HarpuMmep
HH(OPMALMATA Ce OrpaHHYaBa 10 NpUCHCTBALLMTE Ha cpellara. B noeeuero ciaydau tasu
MHGOPMaLWMs Ce NpesaBa YCTHO WM JTHYHO.

2. [TLP-AMBER] - Orpauunueso PasNpOCTPAHEHHUE: MOTYUYATEIAT MOXKE Ja CHOAE/S Ta3u
MHpOpMaUKa ¢ Ipyru Xopa oT OpraHM3alyATa, HO CamO aKko € CraseH MPUHLMITBT
"HeoOXxoauMoOCT na ce 3Hae". Yecra TIpaKTHKa € M3TOYHHKBT Ha WH(OpMaLMATa 14
YTOHM BEIHara ciiel MapKMpOBKaTa Ha KOr0 MOXe [a ce CIOeIs HHOOpMAaLMSATA WU
Aa NpeIBUAM OrpaHMYEHHs Ha TOBA CHOZE/IsHE. AKO NoJly4aTeiaT Ha HHpOpMaLusTa
HCKa N1a 1 pasnpoCTpaHsBa, 3ab/KUTENHO TPsAOBa Aa ce KOHCYJTHpPA C U3TOYHHKA.

3. [TLP-GREEN] - Illupoka o6mHoCT: MH(OpMaLKATa B Ta3u KaTeropus MOxe 1a Opze
PaslpOCTpaHsiBaHa WIMPOKO B DaMKHMTE Ha JafeHa OBLIHOCT. Bbnpeku ToBa
MHOOpMaLKATa He MOXe aa Oble NyOJWKyBaHa WM NOCTBaHa B HHTEPHET, KaKToO U
U3HACsHa U3BBH OOLHOCTTA.

4. [TLP-WHITE] - Heorpanuueno: npeamer na CTaHIapTHHUTE MpaBU/la 32 aBTOPCKO

TpaBo; Ta3u MH(OPMALIU MOKe Ja ce PasIpocTpansBa cBOGOIHO, 6e3 OrpaHHYeHH s,



Ya. 8 B O6wmunara ce cnassa NPENOpBYMUTEIHATA KiIacupuKauys Ha MHpOpMaLUATa M

UBHUCKBAHHUS KbM I/IHq)OpMaL[I/IOHHPITC A KOMYHUKALHOHHUTE CUCTEMH 3a OCUT'YpsiBaHE Ha OOCTBII

Ao uHpopmauuaTa ot Hapenbara:

2,

"Huso 0" o6xBalua OTKpHTa U 0610A0CTBITHA MHOpMaLus (HanpuMep My6IMKyBaHa Ha

HUHTEPHET crpannume); npearnoJjiara aHOHUMHO I10JI3BaHE Ha PIH(bOpMaHPIﬂTa U JIMIICa Ha

CPEICTBA 33 3allUTa Ha KOHUIEHIMATHOCTTA f; OTrOBaps Ha TLP-WHITE;

a.
b.

"Hugo

OINOBECTABAHETO Ha MHPOPMaLus ¢ Kiacudukanus "Huso 0" He e OTrPaHUYEHO;
USTOYHMLIMTE MoOraT Jaa wM3nonsBar kinacudukauus "Huso 0", korato
MHQOPMAaLMATa HOCH MHHMMaleH M1 HHKAKBB OPEABUAMM PHUCK OT
3/10ynoTpeda, B CHOTBETCTBHE C NPHIOKHUMUTE NpaBuUjia M NPOLUEAYpU 3a
yOJIMYHO OMOBECTSABAHE;

TIpn ChiasBaHe Ha CTaHIapTHMTE NpaBHJa 3a aBTOPCKH IpaBa uHpopMaLus ¢
Knacuukauus "Huso 0" Moxe na ce pasnpocTpaHsaBa 6€3 orpaHUYEHHs.

1"

CTHIOJIC/IIHETO Ha HHPOpMaLus ¢ Knacudukauus "Huso 1" e OTrpaHHUYEHO Camo JI0
AajeHa OOLHOCT; OTroBaps Ha TLP-GREEN;

H3TOYHULMTE MOraT [a M3MO0JI3BAT knacuukauus "Huo 1", korarto
HHQOpMaLKATa € [oJe3Ha 3a MHQOPMHUPAHOCTTa Ha BCHMYKM yYacTBAIIH
OPTaHH3alliu, KaKTo U 3a IaPTHBOPH OT IMPOKATA OBIIHOCT MK CEeKTOp;
TOIydaTeIMTe MOrar Aa CHoAeIaT uHpopMaLms ¢ knacupuxanus "Hupo 1" ¢
IapTHbOPCKM OpraHM3allu¥ B PaMKHUTE Ha CBOS CEKTOp WM OOMIHOCT, HO He M
4pe3 OOLUECTBEHO JOCTBIIHYU KaHAJIK; MH()OpMaLKITa B Ta3H KATErOPHs MOXe 1a
C€ pasnpocTpaHsABa IHUPOKO B JafieHa OBIIHOCT, HO HE U U3BBH Hes;

M3MCKBaHHS KbM MHPOPMALIMOHHHTE M KOMYHHUKALHOHHHTE CHCTEMI:

AOCTBOBT 10 TOYHO ONpEeleNeHH OOeKTH aa Obe paspeliaBaH Ha TOYHO
OMpeJe/IEHH N10JI3BaTETH;

TOI3BATE/IMTE 1A Ce MACHTH(QUUMPAT, NpeAH [a M3MbIHABAT KAKBHTO U Ja ca
ACHCTBHS, KOHTPOJHMPAHM OT CHCTEMATa 3a JAOCTBI; 3a YCTAaHOBSBAaHE Ha
HIACHTHUYHOCTTAa ’I‘pﬂGBa Jda Cc€ H3MnoJi3Ba 3allMTCH MCXaHU3BM OT THIIa
MACHTUOUKATOP/TIapONa; HAMA M3UCKBAHHSA 3a J0Ka3aTeJICTBO 3a UAEHTUYHOCTTA

NPH perucTpaLus;



i 8

uieHTHQUUMpaiaTa  uHpOpMauMs  Tpi6Ba ga  Gbae 3allMTeHa  OT
HEPErjaMeHTHPaH JOCTBII;

AOBCpHTE/HATA M3YMCIMTE]HA CHCTEMa, T. e. (YHKUHOHAJIHOCTTA Ha
MH(OPMaLMOHHATA CHCTeMa, KOATO YIIPAaBIIsiBa J0CThIIA 1O pecypcure, TpsabBa na
MOAABPKA 00JacT 3a COGCTBEHOTO M3MBIHEHHE, 3allMTEHa OT BHHIIHU
BB3CHCTBHS M OT ONMTH J1a Ce ClIelH X0/la Ha paGoTara;

MHGOpMAaLMOHHATA CHCTeMa TpA6BAa [a pasmonara C TeXHHYECKH W/WIH
TpOrpaMHH Cpe/CTBa, MO3BOJIABALIM NIEPUOAUYHO 13 CE NPOBEPABA KOPEKTHOCTTA
Ha KOMIOHEHTHTE Ha JOBEPHUTE/IHATA H3YUCIIUTETHA CHCTEMA,

SallMTHUTE MEXaHW3MH TPAOBa Ja Ca NpEMHUHAIHM TeCT, KOHTO 1a MOTBBPIH, e
HEOTOPH3MpaH MOJ3BATENl HAMA OYEBMIHA BB3MOXKHOCT Aa MOMY4H AOCTBI [0

AJOBEPUTEIHATA U3UUCIIMTEIHA CUCTEMA.

"Hugo 2"

a.

PasNpoCTPaHEHHETO Ha MHQOpMauua ¢ Kiacudukauus "Hupo 2" e paspelieHo
CaMO B paMKWTE Ha OpraHM3aLMHTe HA YYaCTHHLUTE, o6paboTBamu,
CbXpaHsABallM WM OOMEHALM WHPOPMaLUATA; orroBaps Ha TLP-AMBER c¢
AOIBIHATENHO YTOYHEHHE 32 OTPAHUYEHHE HA JOCTHIIA;

MSTOUHHLMTE MOraT Ja M3M0A3BaT Kiacudukauus "Huso 2", Kkorato
MHOOPMalKATa U3KCKBA 3allKTa, 33 1a Oble eeKTHBHO OOMEHEHa, U HOCH pUCcK
38 HEMPUKOCHOBEHOCTTA Ha JIKYHHS JKMBOT, PelyTaLKMaATa MK OMEpaLMHTe, aKo
C€ CIOAe/Isl U3BBH CHOTBETHUTE OPraHU3aLIHH;

ToIydaTeIMTe MoraT Ja ChoAenaT MHpOpMaLus c Kiacudukauus "Huso 2" ¢
YJICHOBE Ha COOCTBEHAaTa CH OpraHU3aLMs U ¢ TIOTPEOUTENM UM KIIMEHTH, KOUTO
TpAOBa 1a ca 3al03HaTH C Hes, 3a 4a ce 3alUMTAT WIH Ja TNPEeIOTBPaTAT
AONbIHUTEIHU WIETH; U3TOYHULIMTE UMAT NPABOTO 13 ONpeAeNAT NOMBIHHUTEIHU
[I/IaHNpaHH IPaHMLM Ha CIIOJE/ISHETO, KOMTO TpsGBa a ce CrasBar;

MSHCKBaHUA KbM WHQOPMaLMOHHHTE M KOMYHHKALOHHUTE CHCTEMH — B
AOIBIHCHHE KbM M3HCKBAHHATA KbM MPEAUIIHOTO HUBO:

KaTO MEXaHU3bM 3a NMPOBEPKA Ha HAEHTUYHOCTTA 14 Ce M3M0/I3Ba YIOCTOBEpEHHUE

3a €JICKTPOHEH NOAINKUC, HE3aBUCUMO [aJiy e U3OaCHO 3a BbTPEUIHOBEIOMCTBEHHU



4.

HY’KIH B PAMKHTE Ha BBTPElIHAa HHOPACTPYKTypa Ha MyGIMYHMA KIOY, WIH e
U3/1aIeHO OT BBHILCH 10CTaBYMK Ha yIOCTOBEPHUTEIHH YCIyTH;

TIpn M3N1aBaHe Ha y0CTOBEPEHUETO U3/1aBAllMAT OPraH MPOBEPSABA CHIIECTBEHHTE
JIAHHA 33 JIMYHOCTTA HA MOM3BaTe/s, Ge3 Ja € HEeOOXOMMMO JHYHOTO My
TNPUCHCTBHE;

AOBCPUTEIHATA M3YMCIMTENHA CHCTeMa TpAOBAa [a OCHTYDHM peaiu3aLys Ha
NPHUHYAUTETHO YIIPaBJIEHKE Ha JOCTBIA 10 BCHYKU OOEKTH;

AOBEPHUTEIHATA H3YUCTMTEIHA CHCTEMA TPAGBA 1a OCUI'YpH B3aUMHA M30/IaIHs Ha

[IPOLICCHUTE UpE3 pasfeiIaiHe Ha AIPECHUTE UM INpOCTpPaHCTBA.

"Huso 3"

a.

HHopmaums ¢ kiacuoukamks "Huso 3" He e 3a OMOBECTSBaHE M
PasrpOCTPaHEHUETO M € OrpaHM4eHO CaMO [0 YYacTHHLIMTE, obpaboTBamu,
CbXPaHsABALIM UIIH OOMEHAIM HHOPMALIKATA; OTTOBaps Ha TLP-RED;
MSTOYHHLIMTE MOraT Ja M3non3BarT Kiacuduxkaums "Hueo 3", korarto
MH(OpMaLMATa He MOXe Ja Obje eQeKTUBHO OOMEHsSHA C ADYIM CTPaHH U 6w
MOrjia 1a 10Bea€ 10 Bb3ACHCTBUSA BbPXY HENPUKOCHOBEHOCTTA HA JTHYHMS XKHUBOT,
PCyTaluiTa uiM OnepalMuTe Ha JajeHa CTpaHa, aKo ¢ Hes Obpae
3710ynOTpeOeHo;

NOIy4aTeNuTe He MOraT ha CoAeNaT MHpOpMaLys, MapkupaHa ¢ "Huso 3", ¢
KOATO M ZJa € CTpaHa U3BbH KOHKDETHHS 0OMeH, 00paboTKa WM ChbXpaHEHHE;
AOCTBIIBT A0 MHpOpMauuATa ¢ Knacupukauus "Huso 3" e OrpaHHUYEH caMo 10
JMuara, y4acTtealld B 00paboTKara i; B moBeueTo Cly4an HHOpOpMauus c
Knacu¢ukauus "Huso 3" Tps6ea na ce NpeaBa JUYHO;

usucksanua kbM MKT cucremute — B jombiHeHHe KbM H3MCKBaHMATA KBM
MPEMIIHOTO HUBO:

KaTO MEXaHU3bM 3a HACHTUGUKALMS Ja Ce M3MI0/I3Ba €IHHCTBEHO YAOCTOBEpEHHE
38 YHHBEPCAJICH €IEKTPOHEH IO ITHC;

TpH U3/1aBaHE Ha y0CTOBEPEHHUETO Ja € rapaHTHpaHa dusnueckara uaeHTHYHOCT
Ha JHMLETO;

AOBEPUTEIHATA UIYUCIIUTEIHA cucrema TpH6Ba Ja 61>,ue C IIpOBEpEHa

YCTOMYUBOCT KBM OIUTH 3a MPOHUKBAaHe;



h. xoMyHuKauusTa MexIy NOTpEOUTENs M CHCTEMaTa 4a Ce OCHIIECTBABA IIO
KPUNTHPaHU KaHaju, M3nojsBamk nporokona Transport Layer Security (TLS)
TNoHe 1.2, KaT0 MHHMMAJIHATa Jb/DKUHA HA KPUITHPAIIHS KIIOY TpsiOBa Ja e noHe
256 6ura;

i. JoBepuTeNHATa W3YMCIMTENHA CHCTEMA Ja MMa MEXaHH3BM 3a pPErUCTpaLus Ha

OITMTH 3a HapyllaBaHE MOJUTHUKATA 3a CUT YPHOCT.

PA3JEJI III

JAKJIIOYUTEJIHU PA3IIOPEJABU

§ 1. PeoBoautenute u ciysxutenure B O6muna KaoTHHOBO ca JUTbKHH 1a MO3HABAT M ClIa3BaT

pasnopea0uTe Ha Te3H MpaBKJa.

§ 2. KoHTpoxsT N0 criasBaHe Ha NMpaBUIaTa Ce OCHIIECTBABA OT Cekperaps Ha OO6uMHaTa WIH
OMpENEICHOTO CBC 3aloBE] OTFOBOPHO JIMUE 3a TrapaHTHpaHE Ha MpEXOoBaTa u
MHQOPMaLMOHHATA CHUTYPHOCT HA H3IIO/I3BAHHUTE HHQOpPMaUMOHHU cucteMd B OO6IIUHCKA
anmMuHucTpauys KaonnHoBo. JlomycTuMM ca JONBJIHUTENHH MEPKH U NpoLEeNypH, KOUTO ca

Lie1ech00pasHi H HEOOXOANMH C OrJie]l 3all|Ta Ha MH(pOPMALIHUST.

§ 3. Hacrosammure BwTpemnu npasuia ce PasriexaaT W OLEHABAT MEPUOJWYHO C Orjen
epextuBHOCTTa MM, Kato O6muHa KaoiMHOBO Moxe Ja npueMa M Ipuiiara JOIbJIHUTETHH
MEPKH M TIPOLICNYPH, KOMTO Ca LeNechbOOPasHM H HeOGXOAUMH C OrveN 3all¥TaTa Ha
uH(opMaLusTa.

§ 4. Tesu mpaBuna ca paspaGoTeHH ChHIIACHO Hapen6a 3a muuumanuure usuckpanus 3za

MpEKO0Ba M MHPOPMaLOHHA CHIYPHOCT H Ca yTBBPIEHH Che 3alloOBe]l Ha KMeTa Ha oOIuHaTa No
Ne PJ1-15-89/26.03.2020 r.



